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BaperucTtpupoBaHo B MuHtocte Poccum 14 mas 2013 r. N 28375

®EOEPAJIbHAA CNTYXKBA MO TEXHUYECKOMY U 3KCIMOPTHOMY KOHTPOIJIIO

NMPUKA3
ot 18 cheBpans 2013 r. N 21

OB YTBEPXXOEHUN COCTABA U COOEPXAHUA
OPIrAHU3AUNOHHbLIX U TEXHUYECKMX MEP NO OBECMNEYEHUIO
BE3OMNMACHOCTU NEPCOHAJIbHbIX OAHHbIX NMPU UX OBPABOTKE
B UHO®OPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX OAHHbIX

B cootBeTcTBUM C YacTbio 4 ctatbn 19 depepanbHoro 3akoHa ot 27 uona 2006 r. N 152-903 "O
nepcoHanbHbIX gaHHbIX" (CobpaHne 3akoHogaTtenbcTBa Poccuickon ®epepauun, 2006, N 31, ct. 3451;
2009, N 48, ct. 5716; N 52, cT. 6439; 2010, N 27, cT. 3407; N 31, cT1. 4173, cT. 4196; N 49, cT1. 6409;
2011, N 23, ct. 3263; N 31, ct. 4701) 1 lNonoxeHnem o depepancHon cnyxbe N0 TEXHUYECKOMY WU
3KCMOPTHOMY KOHTPOIO, yTBEpPXAEHHbIM Yka3zom [pesungeHTta Poccuiickon depepauumn ot 16 asrycta
2004 r. N 1085 (CobpaHue 3akoHogaTtenbcTBa Poccuickon ®eagepaunn, 2004, N 34, ct. 3541; 2006, N
49, c1. 5192; 2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N 7, cT1. 818), npukasbiBato:

1. YTBepauTb npunaraemble CocTaB M cogepkaHue OpraHM3auMOHHbIX U TEXHUYECKUX Mep Mo
obecneyeHnto 6€30NacHOCTM NepcoHanbHbIX AaHHbIX MpU X 06paboTke B MHPOPMALMOHHBIX CUCTEMAX
nepcoHarnbHbIX AaHHbIX.

2. MpusHaTtb yTpatmBwmm cuny npukaz3 PCTIOK Poccum ot 5 cdepana 2010 r. N 58 "O6
yTBepxaeHun [NonoxeHus o metogax un cnocobax 3awmTbl MHPOPMaLUMM B MHPOPMALMOHHBIX CUCTEMAX
nepcoHanbHbIX AaHHbIX" (3apernctpupoBaH MuHioctom Poccun 19 dpespansa 2010 r., perMctTpaumoHHbIn
N 16456).

OupekTop

depneparnbHoi Cny0bl N0 TEXHNYECKOMY
N SKCMOPTHOMY KOHTPOIMIO

B.CEJIMH

YTBEpPXKOEHDI
npukasom PCTIK Poccun
ot 18 cbepana 2013 r. N 21

COCTAB 1 COOAEPXXAHUE
OPIrAHU3ALUNOHHbBLIX U TEXHUWYECKMUX MEP NO OBECNEYEHUIO
BE3ONACHOCTU NEPCOHAJIbHbIX A AHHbLIX NMPU X OBPABOTKE
B MH®OPMALIMOHHbIX CUCTEMAX NEPCOHAIbHbIX AAHHbIX

|. OOLKMe nonoxeHus

1. Hacrtoswmn pgokymeHT paspaboTaH B COOTBETCTBMM C 4acTbto 4 ctatbum 19 dPemepanbHoro
3akoHa ot 27 wona 2006 r. N 152-©3 "O nepcoHanbHbiXx gaHHbIX" (CobpaHue 3akoHogaTenbcTBa
Poccuickon ®egepaunn, 2006, N 31, ct. 3451; 2009, N 48, ct. 5716; N 52, c1. 6439; 2010, N 27, cT.
3407; N 31, cT. 4173, cT. 4196; N 49, cT. 6409; 2011, N 23, c1. 3263; N 31, c1. 4701) 1 ycTaHaBnNMBaeT
COCTaB M COOEpXaHUe OpraHM3auMOHHbIX W TEXHUWYECKUX Mep no obecneyeHno GesonacHoOCTU
NnepcoHanbHbIX OaHHbIX Npyu MX 06paboTke B MHMOPMALMOHHBLIX CUCTEMAaxX MNepCOHanbHbIX AaHHbIX
(nanee - mepbl No obecnedyeHnio 6e30NaCHOCTM MEpPCOHalNbHbIX AaHHbIX) ANS KaX4oro u3 ypoBHEN
3alUMLLEHHOCTU NEepCOHarbHbIX AaHHbIX, YCTaHOBMEHHbIX B TpeboBaHUSAX K 3almute nepcoHanbHbIX
OaHHbIX Npy ux obpaboTke B MHEHOPMALMOHHBbIX CUCTEMAX MEPCOHAamNbHbIX AaHHbIX, YTBEMKAEHHbIX
noctaHosneHnem [paButenbctBa Poccunckon ®epepaumm ot 1 Hoabps 2012 r. N 1119 (CobpaHne
3akoHogatenscTBa Poccunckon ®egepauun, 2012, N 45, cT. 6257).

Mepbl no obecnevyeHuto 0e30MacHOCTU MEepPCOHanbHbIX AaHHbIX MPUHUMAKTCA ANA  3aWwuThl
nepcoHarnbHbIX JAaHHbIX OT HEMPABOMEPHOrO UMW CNY4YarlHOro AOCTYNA K HUM, YHUYTOXEHUS, U3MEHEHUS,
OroKMpPOBaHUS, KOMMPOBAHUS, NPEAOCTABINEHUS, PACNPOCTPAHEHMS NEPCOHArbHbIX AaHHbIX, @ Takke OT
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WHbIX HEMPaBOMEPHbIX AENCTBUIA B OTHOLLEHWM NepPCOoHaNbHbIX AaHHbIX.

B Hactoswem [JoKymeHTe He paccmaTpuBaloTcs Bornpockl obecneveHus 6e3onacHOCTU
nepcoHanbHbIX AaHHbIX, OTHECEHHbIX B YCTAHOBIIEHHOM MOPSAKE K CBEAEHWsIM, COCTaBIISOLWMUM
rocygapCTBEHHYHO TalHy, a Takke Mepbl, CBA3aHHblE C MPUMEHEHUEM  LINPOBAsbHbIX
(kpynTOrpacdmnyecknx) cpeacTs 3almTbl MHpopMauuun.

2. Bes3onacHOCTb MNepcoHanbHbIX AaHHbIX NpU ux 06paboTke B WMHEPOPMALMOHHOW CuUcCTEME
nepcoHanbHbIX OaHHbIX (fanee - MHAOPMAUMOHHAA cuctema) obecnedmBaeT onepaTop WNU nuuo,
ocyuwecTrsowee obpaboTky MepcoHanbHbIX OAHHbLIX MO MOPYYEHUIO onepatopa B COOTBETCTBUM C
3akoHogaTtenbcTBoM Poccuickon depepaumn.

Ons BbinonHeHWs paboT no obecneyeHnto 6e30MacHOCTM MNEepPCOHanbHbIX AaHHbIX MpU KX
obpaboTke B MHOPMALMOHHOW CUCTEME B COOTBETCTBMM C 3aKoHoOaTenbCTBOM Poccuiickon
depepaumm MOryT npuBRekaTbCsl Ha JOrOBOPHOW OCHOBE lOpUAUYECKOE NULO WNU MHAMBUAYaNbHbIN
npegnpuHMMaTens,  WMeEKLWUe  NUUEH3NK  Ha  AeATenbHOCTb MO TEXHWYECKOM  3awuTte
KOH(unaeHumanbHom nHpopmaumm.

3. Mepbl no obecneyeHmnto 6e3o0nacHOCTM NEPCOHANbHbLIX AAHHbLIX Peanu3ylTcs B paMKax cCUCTEMb
3alWMTbl MEepCcoHanbHbIX [AaHHbIX, CO34aBaeMOW B COOTBETCTBUM C TpeboBaHusIMM K 3almTe
nepcoHanbHbIX OaHHBIX MpU uUX 06paboTke B WHMOPMALMOHHBIX CUCTEMAX MNEPCOHANbHbIX AaHHbIX,
yTBEPXXAEHHbIMM MocTaHoBneHnemM [lpaButenbctBa Poccuiickon Pepepaumm ot 1 Hosiopsa 2012 r. N
1119, 1 BOMKHbI BbITb HAaNPaBneHbl Ha HENTPaNM3aunio akTyarnbHbIX yrpo3 6e30MacHOCTU NepCcoHanbHbIX
[OaHHbIX.

4. Mepbl no obecneyeHnto BGe3onacHOCTU MepPCOHanbHbIX AaHHbIX peanusylTCcs B TOM 4ucne
nocpeacTBOM NMPUMMEHEHUS B MHOOPMAaLMOHHON CUCTEME CPEeACTB 3aluTbl MHpopMaLum, NpoLLeaLnX B
YCTaHOBMEHHOM MOpsiAKke npoueaypy OUEHKM COOTBETCTBUSA, B CriyyasiX, Korga npuMeHeHWe Takux
cpencTe HeobXxoaUMO ANsl HeUTpanuaaummn akTyanbHbIX Yrpo3 6€30MacHOCTU NepCoHarnbHbIX AAHHbIX.

KoHcynbTaHTl1n0C: npumeyaHue.
Hymepaunsa nyHKTOB AaHa B COOTBETCTBMM C OpuLMarnbHbIM TEKCTOM AOKYMEHTA.

6. OueHka a(phEKTUBHOCTUN pearnm3oBaHHbIX B pamMKax CUCTEMbI 3aLUUTbl NEPCOHANbHbIX AaHHbIX
mMep no obecneveHunto 6e30nacHOCTV NePCOHarbHbIX AaHHbIX NPOBOAUTCS ONepaTopoM CaMOCTOSATENbHO
WNn C MNPUBIIEYEHMEM Ha [OOTOBOPHOW OCHOBE  HOPUOMYECKMX NUL, U MHOVBUAYaNbHbIX
npegnpvHMMaTenemn, NMeKLWNX MULEH3NI0 Ha OCYLLECTBIIEHNE OESTENbHOCTU MO TEXHWYECKON 3almTte
KOHmAeHUnaneHom nHopMauun. YkasaHHas oLieHKa NpoBOAUTCS He pexe OOHOro pasa B 3 roga.

7. Mepbl no obecnedyeHuto ©e30MaCHOCTM MNEepPCOHanbHbIX AdaHHbIX Npu KUx obpaboTke B
rocyaapCTBEHHbIX WH(OPMALMOHHBIX CUCTEMax MPUHMMAKTCH B COOTBETCTBUM C TpeboBaHWsSMU O
3awmTte  uHopmaumn, cooepxawencsas B roCy4apCTBEHHbIX  MHAOPMAUMOHHBLIX  CUCTEMAX,
yctaHaBnmBaembimm @CTIK Poccuu B npegenax cBOUX MOTHOMOYUIA B COOTBETCTBUM C YaCTbO 5 cTaTby
16 ®depepanbHoro 3akoHa ot 27 wutons 2006 r. N 149-03 "O6 uHdopmauun, UHGOPMALMOHHBIX
TexHonormax u o 3awwmrte nHgpopmauymun" (CobpaHne 3akoHogaTenscTBa Poccuickon depepaunn, 2006,
N 31, c1. 3448; 2010, N 31, cT. 4196; 2011, N 15, c1. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328).

Il. CocTaB 1 coaepxaHue Mmep no obecneyeHnto 6eaonacHoOCTH
nepcoHarnbHbIX AaHHbIX

8. B coctaB mep no obecneveHuto 6e30NacHOCTM NePCOHanbHbIX AaHHbIX, peanu3yeMbIX B pamMkax
CUCTEMBI 3aLLUMTbl NEPCOHANbHbLIX AAHHbLIX C YY4ETOM akTyanbHbIX Yrpo3 6e30MmacHOCTU NepcoHanbHbIX
OaHHbIX N NPUMEHSIEMbIX MH(OPMALMOHHBLIX TEXHOMOMNA, BXOOAT:

noeHTnmrkaumnsa n ayteHTMdukaums CyobbekToB AoCcTyna n o6beKToB AOCTYNa;

yrpaBneHne goCTynomM CybbeKToOB A0CTyna K 00bekTam 4oCTyna;

orpaHu4eHue NporpaMMHoON cpeapl;

3aliMTa MalUMHHBIX HOCUTENEN MHopMauun, Ha KOTOpbIX XpaHAaTcs u (unu) obpabaTtbiBatoTcs
nepcoHarsnbHble faHHble (fanee - MalWHHbIE HOCUTENN NEPCOHarbHbIX AaHHbIX);

permcTpaums cobbiTun 6esonacHocTy;

aHTUBUPYCHas 3aLLmnTa;

oBHapyXeHue (NpeaoTBpaLleHne) BTOPXKEHNI;

KOHTPOrb (aHanu3) 3alnLeHHOCTN NePCOHarnbHbIX AaHHbIX;

obecneyeHne LenocTHOCTU MHPOPMALIMOHHOW CUCTEMbI U MEPCOHATbHBIX AAHHbIX;

obecneyeHne JOCTYNHOCTM NepCoHarnbHbIX AaHHbIX;

3awmTa cpeabl BUpTyanusaumu;

3almTa TEXHUYECKUX CPEACTB;

3awmTa MHPOPMAaLIMOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBA3U 1 Nepedadn AaHHbIX;

BbISIBNIEHNE MHUMAEHTOB (OOQHOrO COOLITUS UNU rpynnbl COOLITUI), KOTOpblE MOMYT MPUBECTU K
cbosiM unu HapylweHuto ¢YHKLMOHUPOBaAHUSA WH(OPMALMOHHON CUCTEMbI U (MMKU) K BO3HUKHOBEHUIO
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yrpo3 6e30nacHOCTM NepcoHasbHbIX AaHHbIX (Janee - MHUMAEHTHI), U pearnpoBaHne Ha HUX;

ynpaBneHne KoHdurypaumen MHPOPMaALNOHHON CUCTEMbI U CUCTEMbl 3alUTbl NEepPCOHasnbHbIX
OaHHbIX.

CoctaB wu cogepkaHue Mep no obecnevyeHnto 6e30MacHOCTM MNEPCOHANbHbIX  AaHHbIX,
HeoOXoauMMbIX AN obecneyeHnss KaxOoro W3 YPOBHEW 3alWEeHHOCTM MepCcoHarnbHbIX AaHHbIX,
npuBeAeHbI B NPUITOXEHUN K HACTOALLEMY OKYMEHTY.

8.1. Mepbl nNo umageHTUdUKaLMM N ayTeHTUudukaumm cyGBLEKTOB AOCTyna U OOBEeKTOB AocTyna
OomkHbl obecnevnBatb MPUCBOEHUE CyObekTaM W OobbekTam [OCTyna YHMKanbHOro npusHaka
(voeHTndUKaTOpa), cpaBHEHME MNpeabsaBnsgemMoro cybbektom (06bekTom) goctyna ugeHtudukaTopa ¢
nepeYyHemM MpPUCBOEHHbIX WOEHTU(MKATOPOB, a Takke MPOBEPKY MPUHAANEXHOCTU CybbekTy (06bekTy)
[ocTyna NnpeabsaBreHHOro UM naeHTndukatopa (NoATBEPKAEHNE NOANIMHHOCTH).

8.2. Mepbl Mo ynpaBreHU [JOCTYNOM CyObekToB goctyna K obbekram AocTyna LOSKHbI
obecneynBaTb ynpaBrieHWe NpaBaMy U MPUBUNErMAMKU CyOBLEKTOB AOCTyna, pasrpaHuyvyeHwe gocTyna
CcybBeKToB JOCTyna K o6bekTam A0oCTyna Ha OCHOBE COBOKYMHOCTM YCTAHOBIMEHHbIX B UHOPMALMOHHOM
cucTeMe MpaBuIl pasrpaHMYeHus JocTyna, a Takke obecrneymBaTb KOHTPOMb 3a COOMOAEHMEM 3TUX
npasun.

8.3. Mepbl No orpaHU4YeHno NPorpaMMHON cpefbl AOIMKHbI obecneymBaTb YCTAHOBKY U (Unn)
3anyck TOMbKO paspelleHHOro K WCMorb30BaHUI0 B UWHAOPMAUMOHHOW CUCTEME NPOrpamMMHOro
obecrneyeHuss WM  UCKMOYaTb BO3MOXHOCTb YCTA@HOBKM M (MnM) 3anycka 3anpeLleHHoro K
NCMNOMb30BaHM0 B MH(POPMALIMOHHON CUCTEME NPOrpaMMHOro obecneyeHums.

8.4. Mepbl MO 3awWwuTe MaLUMHHBIX HOCUTENEW MnepcoHanbHbIX AaHHbIX (cpeactB obpaboTku
(XpaHeHus1) nepcoHanbHbIX AaHHbIX, CbE€MHbIX MAaLIWHHbBIX HOCUMTENen NepCcoHarbHbIX AaHHbIX) OOJPKHbI
UCKMoYaTb BO3MOXHOCTb HECAHKUMOHMPOBAHHOIO AOCTYNa K MalWHHBIM HOCUTENSM M XpaHAWUMCS Ha
HUX nepcoHarnbHblM AaHHbIM, @ TakKe HEeCaHKUWOHUPOBaAHHOE WUCMNOMb30BaHUE CbEMHbIX MaLUUHHBIX
HocuTenen nepcoHanbHbIX AaHHbIX.

8.5. Mepbl no peructpaumm cobbiTuin GesonacHoCTM [OIMKHbI obecnevnBaTb cbop, 3anuce,
XpaHeHue n 3aWwmTy MHgopMauumn o cobbiTuax GeszonacHoCTM B MHAPOPMAaLMOHHON cUCTEME, a Takke
BO3MOXHOCTb MPOCMOTPA M aHanu3a nHopmaLumm o Taknux cobbiTUAX 1 pearMpoBaHNe Ha HUX.

8.6. Mepbl N0 aHTUBMPYCHON 3alLMTe OOIMKHbI obecnevnmBaTb obHapyxeHne B MHOPMALMOHHON
CUCTEME KOMMbIOTEPHbLIX MPOrpaMM fMOO MHOW KOMMbIOTEPHOW MHGOPMAaUMK, NpegHasHa4YeHHoOW AOns
HECaHKLMOHUPOBAHHOIO YHUYTOXEHUWS, OnoKMpoBaHus, Moandukauuu, KONMUPOBaHUS KOMMbIOTEPHOMN
WHpopMaunm wnNn HeuTpanusaumm CcpeacTs 3awuTbl MHdOpMauuu, a TakKke pearMpoBaHue Ha
oBHapyXeHue aTux nporpaMmm 1 uHdopmauum.

8.7. Mepbl no oOOHapyxeHuo (NpegoTBpaLLEeHU0) BTOPXKEHMI  OOIMDKHbI  obecneymBaTtb
obHapyxeHue OenctBui B MHEAOPMALMOHHOM CUCTEME, HarnpaBfieHHbIX Ha HECAHKLMOHUPOBAHHbIN
OocTyn K MHdopmauun, cneunanbHble BO3OEWCTBUS Ha WHMOPMAUMOHHYO cuctemMy U (4num)
nepcoHanbHble AaHHble B Lensax A0OblBaHWS, YHUUTOXEHWUS, UCKaKeHUs U B6nokMpoBaHWs OocTyna K
nepcoHanbHbIM AaHHbIM, @ TaKkke pearpoBaHve Ha 3TU 4ENCTBUS.

8.8. Mepbl N0 KOHTPONIO (aHaNM3y) 3alULLEHHOCTM NEPCOHAarbHbIX AaHHbLIX AOMKHbI 06ecneynBaTb
KOHTPOIb YPOBHS 3aLLMLLEHHOCTW MepcoHanbHbIX AaHHbIX, obpabaTbiBaeMbiX B WMHGOPMALUNOHHOWM
cucteme, nyteM MNpPOBEAEHUS  CUCTEMAaTUYECKMX  MEpONpUATMA MO aHanu3dy  3alULLEHHOCTU
MHOPMALIMOHHOW CUCTEMbI U TECTUPOBaHUIO pPaboTOCMOCOOHOCTU CUCTEMbI 3alLMTbl MEPCOHAamNbHbIX
OaHHbIX.

8.9. Mepbl No ob6ecneyeHnto LENOCTHOCTU MHAOPMALIMOHHOW CUCTEMbI U NMEPCOHANbHbLIX AaHHbIX
OOMKHbI obecneunBaTb OOHapyXeHMe (aKTOB HECaHKUMOHUPOBAHHOIO HapyLleHWs LEeNoCTHOCTM
WH(POPMALIMOHHON CUCTEMbI U COAEPXaLUUXCA B HEW MepcoHarbHbIX AaHHbIX, @ TakkKe BO3MOXHOCTb
BOCCTaHOBMEHUS MH(POPMALMOHHOWN CUCTEMbI U COAEPXKALLUUXCH B HEW NepCOHanbHbIX aHHbIX.

8.10. Mepbl no obecneyeHuto OOCTYMHOCTU MNEPCOHarnbHbIX AaHHbIX AOMXHblI obecneynBaTb
aBTOPWM30OBaHHbIM AOCTYN nofb3oBaTenen, MMEKLWMX npasa Mo AOCTyny, K MepcoHanbHbIM AaHHbIM,
cogepxawmmcsa B MH(OPMaUMOHHOW cucTtemMe, B  LWITATHOM  pexuMme  OYHKUUOHNPOBaHUSA
WH(POPMaLIMOHHON CUCTEMBI.

8.11. Mepbl no 3awmTe cpeabl BUPTyanusaumm SOMKHbI UCKMOYaTb HECaHKUMOHUPOBAHHbLIV AOCTYN
K NnepcoHanbHbIM AaHHbIM, 0OpabaTtbiBaemMbiM B BUPTyanbHOW WHAPACTPYKTYpe, U K KOMMOHEHTaM
BUPTYanbHON WHMPaCTPYKTypbl U (MNKN) BO3OENCTBME HA HWUX, B TOM YUCRe K cpeacTBam yrnpaBneHus
BUPTYanbHON WHMPaACTPYKTYpOW, MOHWUTOPY BUPTyamnbHbIX MalwWH (TMAEpBU3OpPY), CUCTEME XpaHEeHUs
OaHHbIX (BKNOYas CUCTEMY XpaHeHUs1 06pa3oB BUPTyanbHOW MHPPACTPYKTYpbl), CETU Nepedadn AaHHbIX
yepe3 9MNeMeHTbl BUPTyanbHOW WM U3NYECKON WHMPACTPYKTYPbl, FOCTEBbLIM OMepaLOHHbIM
cuctemMam, BUPTyanbHbIM MalluMHAM (KOHTEerWHepam), CUCTEME U CeTu pennukauun, TepMUHanbHbIM Y
BMPTyanbHbIM YCTPOWCTBAM, @ TakKe CUCTEME PE3EePBHOr0 KOMMPOBaHWS U CO34aBaeMbIM €10 KOMUSIM.

8.12. Mepsbl Mo 3awmTe TEXHNYECKNX CPEACTB AOSMKHbI UCKMYaTb HECAHKLMOHUPOBAHHbINA SOCTYN
K CTauMOHapHbIM TEXHWYECKMM cpeAacTBam, obpabaTbiBalolMM MepcoHarnbHble AaHHble, CpeacTBaMm,
obecneunBaLWmM (PyHKLMOHMPOBaHWE MHOPMAaLMOHHON CUCTEMbI (danee - cpeactBa obecneveHus
PYHKLMOHNPOBAHUSA), U B MOMELLEHMS, B KOTOPbIX OHW MOCTOSHHO PACMONOXEHbI, 3aWnTy TEXHUYECKMX



CpeacTB OT BHELUHWX BO3OEWCTBUN, a Takke 3aluTy nepcoHarnbHbIX OaHHbIX, NMPEeACTaBMEeHHbIX B BUae
MHOPMATUBHbBIX 3MEKTPUYECKUX CUTHANOB N PU3NYECKUX MOSEN.

8.13. Mepbl no 3awuTte MHPOPMALUOHHOW CUCTEMBbI, €e CpPeacTB, CUCTEM CBSA3M U nepefayu
OaHHbIX  OOkHbI  obecnedvBaTb  3alUMTy  MEpCOHamnbHbIX  OaHHbIX  MpU  B3aMMOAENCTBUU
MHOPMALIMOHHOW CUCTEMbI UMK €€ OTAENbHbIX CETMEHTOB C MHbIMW MHPOPMAaLMOHHBIMU CUCTEMaMKU 1
MHHOPMALIMOHHO-TENEKOMMYHUKALMOHHBIMW ~ CETAMM  MOCPEACTBOM  NPUMEHEHUS  apXUTEKTYpbI
WH(POPMALIMOHHON CUCTEMBbI U MPOEKTHbLIX PEeLUEeHWI, HamnpaBreHHbIX Ha obecneyeHue 6Ge3onacHOCTU
nepcoHanbHbIX AaHHbIX.

8.14. Mepbl MO BbIABNEHUIO MHUMOEHTOB M pearnpoBaHUI0 Ha HUX [JOIMKHbI obecneynBaTtb
obHapyxeHue, ngeHTUukaLmio, aHanus UHUMOAEHTOB B MH(POPMALIMOHHON CUCTEME, a TakkKe NPUHATME
Mep MO YCTPaAHEHUIO N NPeaynpPexXaAeHN0 MHLMAOEHTOB.

8.15. Mepbl No ynpaBneHuo KoHdurypaumen UHGOPMaLUMOHHON CUCTEMbI U CUCTEMbI 3aLUUTHI
nepcoHanbHbIX  OaHHbIX  [OIDKHbI  obecneumBaTtb  yrnpaBfieHME  U3MEHEHUSMW  KOHpurypaumm
MHOPMALIMOHHOW CUCTEMbI M CUCTEMbI 3aLUUTbl MEPCOHAmNbHbBIX AaHHbIX, aHanuW3 MnoTeHUnanbHOro
BO3OENCTBMSA NITAHWPYEMbIX U3MEHEHWA Ha obecrneyeHne 0e30MacHOCTU MEepCcoHanbHbIX AaHHbIX, a
TakKe JOKYMEHTMPOBAHUE 3TUX U3MEHEHUN.

9. Beibop mep no obecnedeHunto 6€30nacHOCTM NEePCOHaNbHbIX AaHHbIX, MOANEXALLIMX peanu3aumm
B MHPOPMALMOHHON CUCTEME B paMKax CUCTEMBbI 3aLLMTbI NEPCOHaNbHbIX AHHbIX, BKITHOYaET:

onpegeneHue 6asoBoro Habopa Mep no obecneyeHnto 6e30NacHOCTU NEPCOHANbHbBIX AaHHbIX A1
YCTaAHOBMEHHOIO YPOBHS 3aLUULLEHHOCTM NEPCOHArbHbIX AaHHbBIX B COOTBETCTBUM C 6a30BbIMM Habopamu
Mep no obecneveHntio 6e30MacHOCTM MNEPCOHAnNbHbLIX [OaHHbLIX, MNPUBEAEHHbIMW B MPUMNOXKEHUN K
HaCTOALLEMY JOKYMEHTY;

aganTtauuio 6asoBoro Habopa mep no obecneveHuto 6e30MacHOCTM MEepPCOHarbHbIX OAHHbBIX C
YY4ETOM CTPYKTYPHO-QDYHKLMOHASBHBIX XapakTePUCTMK MH(OPMAaLMOHHOW CUCTEMbI, UHOPMALMOHHBIX
TEXHOSOIMMIM, 0COOEHHOCTEN (PYHKLMOHNPOBAHNA MHEOPMALIMOHHOM CUCTEMbBI (B TOM YMCHE UCKMYEHMe
n3 6asoBoro Habopa Mep, HeMocpeACTBEHHO CBSA3AHHLIX C WHOPMALMOHHLIMU TEXHOMOTUSIMU, He
ncnonb3yembiMy B MHAOOPMAaLMOHHON CUCTEME, UITN CTPYKTYPHO-(PYHKLMOHANBHBLIMIU XapakTepUCTUKaMU,
He CBOWCTBEHHbLIMU UH(POPMALIMOHHON CUCTEME);

yTOuHEHWe agjanTupoBaHHoro 6asoBoro Habopa Mep no obecneyeHuto ©GesonacHocTH
nepcoHanbHbIX OaHHbIX C Y4€TOM He BblOpaHHbIX paHee Mep, MPUBEAEHHbIX B MNPUIIOKEHUN K
HacTosILLLEMY [OOKYMEHTY, B pe3yrnbTaTe 4ero onpegensdwTcs mepbl no obecrneveHuto 6e30nacHoCcTm
nepcoHanbHbIX OaHHbIX, HamnpaBfieHHble Ha HenTpanu3auuilo BCeX akTyalbHbIX Yyrpo3 6e3onacHocTu
nepcoHanbHbIX JAaHHbIX A4S KOHKPETHON MHAhOPMAaLIMOHHON CUCTEMBI;

OOMOSIHEHME  YTOYHEHHOro ajanTupoBaHHOro 6asoBoro Habopa Mep no obecneyeHuto
©esonacHOCTV NepcoHanbHbIX AaHHbIX Mepamu, obecrnedmBaLL MU BbINONHEHNE TpeboBaHUN K 3awmTte
NnepcoHanbHbIX AaHHbIX, YCTAaHOBMEHHbIMA WHbBIMW HOPMAaTUBHbIMW MPaBOBbIMW akTamMn B obGnacTu
obecneyeHns 6e30NacHOCTU NepPCOHanbHbIX aHHbIX U 3alMTbl MHGPOPMaLMK.

10. Mpn HEBO3MOXHOCTM TEXHUYECKOMN peanun3aumm oTaenbHbIX BblOpaHHbIX Mep no obecneyeHnto
B©e3onacHOCTU NepcoHanbHbIX OAHHbIX, @ TaKKe C y4eTOM 9KOHOMUYECKON LienecoobpasHOCTM Ha aTanax
agjantauun 6asoBoro Habopa mep u (UnNKU) yTOYHEHWS aganTUpoBaHHOro 6asoBoro Habopa mep MoryT
paspabaTtbiBaTbCA MHble (KOMMEHCUMPYIOLLME) MEPbl, HanpaBfieHHble Ha HeWTpanu3auuio akTyarbHbIX
yrpo3 6e30nacHOCTM NepcoHasnbHbIX AaHHbIX.

B atom cnyyae B xoge pa3paboTky CUCTEMbI 3aliMTbl MEPCOHaNbHbIX AaHHbIX OOMKHO ObiTb
npoBedeHo 06OOCHOBaHWE MNPUMEHEHUs KOMMEHcUpylWwmx Mep Ana obecneyeHms 6He3onacHoCcTy
nepcoHanbHbIX AaHHbIX.

11. B cnyyae onpegeneHnss B COOTBETCTBMU C TpeboBaHMAMK K 3alUMTe MEepCoHarbHbIX MpU KX
06paboTke B MHEPOPMALIMOHHBIX CUCTEMAax NMEePCOHanbHbIX AaHHbIX, YTBEPXOEHHBIMU NOCTAHOBMNEHNEM
MpasuTtensctea Poccunckon ®egepaumm ot 1 Hos6psa 2012 r. N 1119, B kadecTBe aKTyarnbHbIX Yrpo3
©e3onacHOCTU nepcoHarnbHbIX AaHHBIX 1-r0 M 2-ro TMNOB AOMOMHUTENBHO K MepaM Mno obecneyeHuto
0e30nacHOCTU MNepCoHanbHbIX AaHHbIX, YKa3aHHbIM B MyHKTE 8 HAcCTOSALWEero [AOKyMeHTa, MOoryT
NPUMEHATLCS CreayLmne mMepbi:

npoBepKa CUCTEMHOIO 1 (MNKU) NPUKNagHOro NPorpaMMHOro obecneyeHus, BkYas NPOrpamMmmMHbIiA
KOO, Ha OTCYTCTBME HeAEKNapuMpOBaHHbIX BO3MOXHOCTEW C WUCMOMb30BaHWEM aABTOMATU3MPOBAHHbLIX
cpencte u (unu) 6e3 Mcnonb3oBaHUsl TAKOBbIX;

TecTUpoBaHVe NHPOPMALIMOHHON CUCTEMBI HA MPOHUKHOBEHUS;

ncnornb3oBaHMe B MHPOPMALMOHHOW CUCTEME CUCTEMHOrO M (UMW) NPUKNagHOro NporpammHOro
obecneyeHus, pa3paboTaHHOro C UCMOMb30BaHWEM METOAOB 3aLLULLEHHOMO NPOrpamMmMUpOBaHKS.

12. Mpun ucnonb3oBaHnM B MHAPOPMALMOHHBLIX CUCTEMAX CEPTUMULMPOBAHHBIX MO TpeboBaHUAM
©e3onacHOCTU MHopMaLumm CpeacTB 3aWuTbl MHGOPpMaLUK;

a) onsa obecneveHus 1 n 2 ypoBHEN 3aLLMLLEHHOCTN NEPCOHAarbHbIX AHHbIX MPUMEHSIOTCS:

CpeacTBa BbIYUCIIUTENBHOM TEXHWKU HE HWXKe 5 knacca;

CUCTEMbI OOHapPY>XEHWS1 BTOPXXEHMIN N CPEACTBA aHTUBMPYCHOW 3alUMThI HE HUXE 4 Knacca;

MeXceTeBble 3KpaHbl HE HWXe 3 Krnacca B Crnyvae akTyanbHOCTW yrpo3 1-ro unm 2-ro TMMoB Wnu
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B3anMOAeNCTBUS MHGPOPMALMOHHOMW CUCTEMBbI C WH(OPMAaLMOHHO-TENEKOMMYHUKALMOHHBIMU CETAMM
MEeXOYyHapOAHOro MHAOPMAaLMOHHOrO OBMeHa U MeXceTeBble 3KpaHbl He Hmke 4 Krnacca B criyyae
aKTyanbHOCTW yrpo3 3-ro Tuna W OTCYTCTBMS B3aMMOAENCTBUS WUHAOPMALMOHHOW CUCTEMBbI C
VMHOPMALMOHHO-TENEKOMMYHUKaALMOHHBIMU CETAMM MEXOYHAPOAHOIO MHPOPMaLMOHHOIO 0OMeHa;

6) anst obecneyeHns 3 ypoBHS 3aLLULLIEHHOCTU NEPCOHAbHbIX OAHHbLIX MPUMEHSATCS:

cpencTBa BblYMCNUTENBHON TEXHMKN HE Hke 5 knacca;

cucTeMbl OBHapPYXXeHNsT BTOPXXEHUIN U CpeacTBa aHTUBMPYCHOW 3aLLUMTbl HE HUXKe 4 Krnacca 3aluThbl
B Cfy4yae akTyanbHOCTW Yyrpo3 2-ro Tuna Wnu B3aMMOAENCTBMS WHEOPMALUMOHHOW CUCTEMBbI C
MHOPMALMOHHO-TENEKOMMYHUKALMOHHBIMU CETAMU MEXAYHapoOHOro MHAOPMAaLMOHHOIO obMeHa u
cUCTeMbl OBHapyXeHUs1 BTOPXXEHUN U CpeacTBa aHTMBUPYCHOW 3alUMTbl HE HUMXe 5 kracca 3awmTbl B
crnyyae akTyanbHOCTW yrpo3 3-ro TMna u OTCYTCTBMS B3aMMOAENCTBUA WUHEOPMALMOHHOW CUCTEMBbI C
WMHOPMALIMOHHO-TENEKOMMYHUKaLMOHHLIMU CETAMM MEXOYHAPOAHOIO MHPOPMaLMOHHOIO 0BMeHa;

MeXceTeBble 3KpaHbl He HWXe 3 Krnacca B Cryvyae akTyanbHOCTM yrpo3 2-ro Tuna umm
B3aUMOOEWNCTBUS VMH(OPMALMOHHON CUCTEMBI C WH(OPMALMOHHO-TENEKOMMYHUKALMOHHLIMU CETSMM
MEeXOyHapO4HOro MHAOPMaLMOHHOrO OOMeHa U MeXCceTeBble 3KpaHbl He Hmke 4 Knacca B criyyae
aKkTyanbHOCTM yrpo3 3-ro Tuna W OTCYTCTBMSA B3aMMOLEWNCTBUSA MH(OPMALNOHHON CUCTEMBbI C
MHGOPMALIMOHHO-TENEKOMMYHUKALMOHHBIMU CETAMM MEXOYHAPOLHOIO MHPOPMaLMOHHOIO 0OMeHa;

B) 4N obecneyeHns 4 ypoBHS 3aLLMLLEHHOCTU NEPCOHaNbHbIX AaHHbIX NPUMEHSATCS:

CpeAcTBa BbIYNCNUTENBHOW TEXHWKU HE HXkKe 6 knacca;

CUCTEMbI OBHapPYXeHWS1 BTOPXKEHUIN N CPEACTBA aHTUBMPYCHOW 3alUMTbI HEe HUXe 5 knacca;

MeXceTeBble 3KpaHbl 5 knacca.

IOna obecneveHns 1 u 2 ypOBHEN 3alUMLLEHHOCTM MNEPCOHaNbHbIX AaHHbIX, a Tawkke Ang
obecneyeHns 3 ypOBHS 3aLMLLEHHOCTM MEPCOHAarbHbIX OAHHbIX B MH(OPMAaUUOHHLIX CucTeMax, ANns
KOTOPbIX K aKTyarnbHbIM OTHECEHbI Yrpo3bl 2-r0 TUMNa, NPUMEHSAIOTCA CPeACTBa 3awuTbl MHOpMaUnK,
nporpaMmmHoe obecneyeHme KOTOpbIX NMPOLUIIO NPOBEPKY HE HWXKE YeM MO 4 YPOBHIO KOHTPONA OTCYTCTBUS
HeJeknapypoBaHHbIX BO3MOXHOCTEWN.

13. MNpu ncnonb3oBaHUN B MHPOPMALMOHHBIX CUCTEMAX HOBbIX MH(OPMALMOHHBLIX TEXHONOMMIN n
BbISIBITEHUWM  OOMOSNHUTENbHBIX Yrpo3 ©0e30MacHOCTU MNepCOoHanbHbIX [aHHbIX, AN  KOTOpbIX He
onpegerneHbl Mepbl obecnevennst ux 6e3o0nacHoOCTU, JOMKHbLI padpabaTbiBaTbCsl KOMMNEHCUMPYOLLME MEPbI
B COOTBETCTBMM C NYHKTOM 10 HacToAWwEero AOKyMeHTa.

MpunoxeHune

k CocTtaBy U coepxaHuio
opraHn3aunoHHbIX N TEXHUYECKNX
Mep no obecneyeHuto 6esonacHoOCTH
nepcoHarbHbIX AaHHbIX NPU UX
06paboTke B MHOPMALMOHHBIX
cucTeMax NepcoHarnbHbIX OAaHHbIX

COCTAB 1 COOEPXAHUNE
MEP MO OBECIIEHEHNIO BE3OMACHOCTW NMEPCOHAITbHbLIX OAHHbBIX,
HEOBXOOVMbIX 013 OBECTMEYEHMA KAXKOOrO 13 YPOBHEW
SALLMWEHHOCTW NEPCOHAIBbHbBIX OAHHBLIX

YcnoBHoe CopepxaHune mep no obecneyeHunto 6e3onacHoOCTn YpPOBHM 3aLLMLLEHHOCTH
obo3Ha4yeHne n nepcoHarbHbIX JaHHbIX nepcoHarbHbIX AaHHbIX
HOMep Mepbl

4 3 2 1

I. MoeHTudmkauma n ayteHTudmkaumsa cydbekToB gocTyna n obbektoB goctyna (MAP)

NAD.1 VoeHTudukauma un  ayteHTUMKaumsa nonb3oBartenen,| + + + +
ABnsALWNXca paboTHMKaMuM onepartopa

NAD.2 VoeHTudukauma mn ayteHTUpukaumsa yCTPoOUCTB, B TOM + +
yucne CTauMoHapHbIX, MOOUITBHBIX U MOPTATUBHbLIX

NAD.3 YnpaBneHue naeHTugukatopamum, B TOM yucne cosgaHue, | + + + +




npucBoeHne, YyHU4TOXEeHNe VI,EI,eHTI/I(*)I/IKaTopOB

NAD.4

YnpaBneHve cpeactBaMu ayTeHTUdUKaUMKU, B TOM 4Yucre
XpaHeHue, Bblgavya, UWHMUManM3auusi, GrokupoBaHue
CPEACTB ayTeHTUUKaAUMN U TMPUHATME Mep B Criyvyae
yTpaThl U (MNn) KOMNPOMETAaLMW CPEACTB ayTeHTUdMKaLUM

NAD.5

3awmrta obpaTHOW CBA3M Npu BBOAE ayTEHTUUKALIMOHHOMN
MHdopMaLnm

NAD.6

NpeHTudukaums u ayteHTUdMKaLmna nonb3oBaTenen, He
ABNAOLWMNXCSA paboTHMKaMun oneparopa (BHELIHMX

nonb3oBaTenen)

. YnipaBneHne gocTynom cybbekToB AocTyna Kk o6bektam goctyna (Y

yrg.1

lepaBneHme (3aBe,1:|,eH|/|e, aKTnBauus, 6J'IOKI/IpOBaHI/Ie n
YHI/I‘-ITO)KeHI/Ie) YY4E€THbIMU 3aNMUCAMU nonb3oBaTtenen, B TOM
ymncne BHELLHMX NoNnb3oBaTenen

+

yra.2

Peanunsauma HeobXoaumbIX METOOO0B (AUCKPELMOHHbIW,
MaHOaTHbIA, PONIEBOM WM MHOW MeTond), TUMOB (YTEeHue,
3anvcb, BbLIMNOMHEHWE MMM WHOW  TUM) W MpaBun
pasrpaHuyeHuns goctyna

yrpa.3

YnpaBneHune (unbTpauus, MapLipyTu3auusi, KOHTPOSb
CoeVHeHMN, OfHOHaMpaBfeHHas nepejaya W  WHble
crnocobbl  ynpaBneHust) WHPOPMALMOHHBIMU  MOTOKaMu
Mexny YCTpoucTBamu, cerMeHtamum WHAOPMaLNOHHON
CUCTEMBI, a Takke Mexay MHPOPMAaLMOHHBIMU CMCTEMaMn

yrpa.4

PasgeneHne nonHomouun  (poren)  nonb3oBaTenew,
agMUHNCTPaTOpPOB " nmu, obecneuynBaroLLnX
dYHKUNOHMPOBaHNE UHOPMALIMOHHON CUCTEMBI

yra.s

HasHauyeHMe  MUHMManbLHO  HeobxoguMblX MNpaB WU
npuBMNerMn Nonb3oBaTensm, agMMHUCTpaTopam u nuuam,
obecneunBaloUM PyHKLUMOHMPOBaHNE WUH(OPMALIMOHHOMN
cucTembl

yrpa.e

OrpaHunyeHne  HeycnelwHbIX  MOMbITOK  BXoAda B
WMHOPMALIMOHHYI0 cUcTeMy (goctyna K MHAOpPMaLMOHHON
cucteme)

yna.7

MpegynpexaeHne nonb3oBaTens nNpu €ero BXOAEe B
WHOPMALIMOHHYIO cucTemy o TOM, yTo B
WHOPMALIMOHHON CUCTEME peann3oBaHbl  Mepbl  NO
obecrnevyeHno 6e30MacHOCTN NepcoHarnbHbIX OaHHbIX, U O
HeobxoaMMocTH cobntoaeHus YCTaHOBJIEHHbIX
onepaTtopoM npasun o6paboTky NepcoHanbHbIX AaHHbIX

yrpa.8

OnoBelleHne nonb3oBaTens Mnocrne YcnewHoro Bxoga B
VMHOPMALIMOHHYIO CUCTEMY O ero npegplaywemM Bxode B
WHAOPMALIMOHHYIO CUCTEMY

yra.o

OrpaHudeHve ynucna napannenbHbIX CeaHCoB AoCTyna Ans
KaXkon y4eTHOW 3anucu norb3oBaTens MHopMaLoHHON
cucTembl

yng.10

brnokupoBaHue ceaHca pgoctyna B MHGOPMALUUOHHYIO
CUCTEMY MOCNe YCTaHOBMEHHOrO BpemMeHu 6e3fencTBust
(HeakTMBHOCTW) Nonb3oBaTenNs UNK Mo ero 3anpocy




yng.11

PaspeweHne  (3anpet) OeWCTBUM  Monb3oBaTenew,
paspeLUeHHbIX A0 NAeHTUdMKaLMM 1 ayTeHTUdmKaumm

ynp.12

Mopoepkka wn coxpaHeHue arTpubyToB 6e3onacHoCcTU
(meTok ©es3onacHOCTM), CBSA3aHHbIX C WHdOpMauuen B
npoLiecce ee xpaHeHusi 1 06paboTkM

yrng.13

Peanusauma  3almleHHOro  yaaneHHoOro  gocTyna
CcyObekTOB JOCTYyNa K oObekTtaM [OCTyna yepes BHeLUHWe
NHOPMALIMOHHO-TENEKOMMYHUKALMOHHbIE CETU

yrng.14

PernameHTauMsa ¥ KOHTPONb  MCMONb30BaHWUA B
MH(POPMALIMOHHON CUCTEME TexHonoruii GecnpoBoOAHOro
fJoctyna

yng.15

PernameHTauMss ¥ KOHTPOSb  MCMONb30BaHWA B
WH(POPMALIMOHHON CUCTEME  MOOWIBHBIX  TEXHUYECKMX
CpeacTB

yrnpg.16

YnpaBneHve B3avMOAENCTBMEM C WHGOPMALMOHHBIMU
cucTemamm CTOPOHHMX opraHusaumi (BHELWWHME
MHPOPMALIMOHHBIE CUCTEMbI)

yng.17

Ob6ecneueHune JoBepeHHON 3arpysku cpeacTs
BbIYMCIUTENBHON TEXHUKN

I1l. OrpaHnyeHne nporpammHon cpeabl (ONC)

orc.1

YnpaBneHue 3anyckom (oGpalleHnsiMn) KOMMOHEHTOB
nporpaMmmHoro obecrneyeHus, B TOM 4Yucne onpegeneHve
3anyckaembIX KOMMOHEHTOB, HacTpoWka napameTpoB
3anycka  KOMMOHEHTOB, KOHTPOMb  3a  3aryCckom
KOMMOHEHTOB NPOrpamMmmMHOro obecneyeHus

oric.2

YnpaeneHve YyCTaHOBKOM (MHCTanNNAUMEn) KOMMOHEHTOB
nporpammHoro obecnedyeHuns, B TOM yucrne onpegenexHve
KOMMOHEHTOB,  MOAMEeXalumMx YCTaHOBKe, HacTpowka
napamMeTpoB YCTAHOBKM KOMMOHEHTOB, KOHTPONb 3a
YCTaHOBKOW KOMMOHEHTOB NPOrpaMmHoro obecneveHuns

onc.3

YcTaHoBKa (MHCTannsauMsi) TOSMbKO — paspeLleHHoro K
MCMNOSb30BaHNO MPOrpaMMHOro obecneyeHus u (unu) ero
KOMMOHEHTOB

onc.4

YnpasneHne BpeMeHHbIMU dhanniamm, B TOM Yucre 3anperT,
paspelleHne, MepeHanpasnieHWe 3anucy, yganeHve
BpeMeHHbIX (hannos

IV. 3awmTa MaWnHHbIX HOCUTENEN NePCOHarbHbIX OaHHbIX

(3HW)

3HN.1

YyeT MalLMHHbIX HOcuTenemn nepcoHarbHbIX AaHHbIX

3HN.2

YHpaBneHme OocTynomMm K MaLINHHbIM HOCUTENAM
nepcoHaribHbIX AaHHbIX

3HWN.3

KoHTponb nepemMeLleHns MaLLMHHbIX HocuTenen
nepcoHanbHbIX [daHHbIX 3a Mpegenbl KOHTPONMpyeMon
30HbI

3HN .4

WcknioyeHne  BO3MOXHOCTM  HECaHKLMOHMPOBAHHOIO
O3HAKOMIIEHUSI C COAEpXKaHWEM MEepPCOHAsbHbIX AaHHbIX,
XPaHSALWMXCA Ha  MalWHHLIX  HOCUTENAX, W (unu)
MCMOMb30BaHUS HOCUTENEN NEPCOHASTbHBIX AAHHBIX B UHbIX




I/IH(*)OpMaLI,I/IOHHbIX cucremMax

3HWN.5

KoHTponb ucnonb3oBaHusa nHTepdencos Beoda (BbiBOAa)
MHOPMALMM Ha MaLUMHHbIE HOCUTEMM MEePCOHarbHbIX
OaHHbIX

3HN.6

KoHTponb BBoAa (BbiBOAA) MHGOPMALMM Ha MalUVHHbIE
HOCUTENWN NEePCOHAanbHbIX AaHHbIX

3HWN.7

KoHTponb NMOAKMNYEHUSA MaLLUMHHbIX HocuTenen
nepcoHanbHbIX OaHHbIX

3HW.8

YHUUTOXEHME (cTupanwne) unu obesnnunBaHue
NepcoHasnbHbIX AaHHbIX HA MaLUUHHBIX HOCUTEMSX NpU KX
nepefade Mexay Monb3oBaTensMW, B  CTOPOHHUE
opraHuM3aumMu Ans peMoHTa WnuM yTunusauuu, a Takke
KOHTPOJTb YHUUTOXEHUS (CTUPaHMS) Unn 00e3nnynBaHms

V. Pernctpauuns cobbitun 6esonacHoctn (PCB)

PCB.1

OnpepeneHne coObiTu  Ge30MacHOCTK,  NoAfexalumx
perucTpaunmn, U CPOKOB UX XpaHeHus

PCB.2

OnpepneneHne coctaBa W cogep)aHus WHdopmauum o
cobbITuAX 6e30MacHOCTH, NoANeXalUmx perncrTpaumm

PCB.3

C6op, 3anucb W XpaHeHue WHgopMaLunm O COBbITUAX
fesonacHOCTM B TeYEHUEe YCTAHOBJIEHHOTO BPEMEHU
XpaHeHus

PCb.4

PearnpoBanHne Ha cbouM npwm peructpaumm cobbITui
6e3onacHoCcTH, B TOM 4YMCre annapaTtHble U NporpamMMHble
ownbkn, cbon B MexaHuamax cbopa WHpopmauum u
OOCTWXKEeHWe npefjena WnNu  nepenorniHeHuss obbema
(emkocTH) NaMaTH

PCB.5

MOHUTOPUHT (npocmoTp, aHanma) pe3ynbLTaTtoB
perncTpaumm cobbiTuin 6e30nNacHOCTU U pearnpoBaHue Ha
HUX

PCB.6

leHepvpoBaHue BPEMEHHbIX MeTOK 7z (mnn)
CUHXPOHU3ALMS CUCTEMHOTO BPEMEHU B MH(OPMALIMOHHOW
cucteme

PCB.7

3awmTa nHopmaumm o cobbiTuax 6e3onacHoOCTU

VI. AHTuBMpYycHasn 3awmTa (AB3)

AB3.1

Peanusaunsa aHTUBNPYCHOW 3aLLNTbI

AB3.2

OO6HoBnNeHNe 6asbl AaHHbIX MNPU3HAKOB BPEAOHOCHLIX
KOMMbIOTEPHBIX MporpamMm (BUPYCcoB)

VIl. O6HapyxeHue BTopxeHun (COB)

COB.1

O6HapyXeHne BTOpXXeHUM

COB.2

O6HoBneHue 6a3bl peLlaoLLmx npasun

\

IIl. KoHTponb (aHanu3) 3awmweHHOCT NePCOHanbHbIX AaHH

bIX (AH3)

AHS.1

BbisBneHue, aHanu3 yasBuMocTen WMHMOPMAaLMOHHON
CUCTEMBbI 1 OonepaTUBHOE YCTpaHeHWe BHOBb BbISBMEHHbIX




YA3BUMOCTEN

AH3.2

KoHTpornb  yCcTaHOBKM  OOHOBIEHWUN nNporpaMmmMHoOro
obecrneyeHnsi, BkN4vasi OOHOBMNEHWE MPOrpaMMHOro
obecneyeHns cCpeacTB 3awmTbl MHopMaLum

AH3.3

KoHTponb paboTocnocoGHOCTKN, NapamMeTpoB HACTPOWKN U
npaBubHOCTU PYHKLMOHNPOBaHMS nporpaMMHoro
obecneyeHns 1 CpeacTB 3aWmUTbl MHOPMaLMK

AH3.4

KoHTpomnb cocTaBa TEXHMYECKUX CPedcTB, NPOrpamMMHOro
obecneyeHns U CPeacTB 3aLUMTbl MHopMaLMK

AH3.5

KoHTponb npaBwn reHepauum W CMeHbl naponemn
nonb3oBaTenen, 3aBefeHnst U yaaneHus y4eTHbIX 3anvcen
nonb3oBaTenen, peanusauun nNpaBun  pasrpaHNYeHus
goctyna, MOJIHOMOYUM nonb3oBaTenemn B
WHOPMALIMOHHOW cUCTEME

IX. Obecne4veHne LenoCTHOCTN MHPOPMALMOHHOM CUCTEMBI U NepcoHan

bHbIX AaHHbIX

()

oun.1

KoHTponb LenocTHOCTM MNporpaMMHOro  obecneyeHus,
BKMOYasa nporpammHoe obecnevyeHve cpeacTB 3allUuThbl
WUHpopmauum

oun.2

KoHTponb LLeNoCTHOCTH nepcoHarnbHbIX [OaHHBbIX,
cogepxawmxca B 6aszax [aHHbIX  MH(OPMAaLMOHHOM
cucTeMbl

oun.3

OGecneyveHune BO3MOXXHOCTHU BOCCTaHOBIEHMUSA
nporpaMmHoro obecnedyeHuss, BKOYass NporpammMHoe
obecrneyeHve CpeacTB 3aWwuTbl  MHopMauuKn, npu
BO3HUKHOBEHUW HELLTaTHbIX CUTyaLuii

oLwJ1.4

O6HapyxeHne ©n pearMpoBaHMe Ha MNOCTynneHue B
WUHMOPMALIMOHHYIO cuctemy HesanpalumBaeMmblxX
SMNEKTPOHHbIX COOBLLEeHNA (nucem, OOKYMEHTOB) W WHOM
uHOpMaLMK, He OTHOCALUMXCA K (PYHKLMOHMPOBAHUIO
WHOPMALIMOHHOM CUCTEMBI (3aLLmMTa OT cnama)

oun.5

KoHTponb cogepxaHuns WnHgpopmaumm, nepefasaemMon u3s
WH(OPMALIMOHHON CUCTEMBI (KOHTEMHEPHbIA, OCHOBAHHbIN
Ha cBoncTBax OObeKkTa [ocTyna, U (MMnM) KOHTEHTHbIN,
OCHOBaHHbIA Ha nNOUCKe 3anpeLleHHoOn K nepegaye
WHpopMaLMn ¢ NCNOMNb30BAHNEM CUTHATYP, MACoOK U UHbIX
METO[O0B), W WUCKINIOYEHME HENpaBOMEPHOW Nepeaayu
WHpopmaLnm n3 MHPOPMaLMOHHOWN CUCTEMDI

oLn.6

OrpaHuyeHne  npaB  rMonb3oBaTeneir Mo BBOAY
MHpopMaLIMM B MHADOPMALIMOHHYIO CUCTEMY

oun.7

KOHTpOnb TOYHOCTW, MOSIHOTbI U MPAaBUIILHOCTW AaHHbIX,
BBOAUMbIX B MHDOPMALMOHHYIO CUCTEMY

oun.8

KoHTponb ownboyHbIX AEACTBMI Nonb3oBaTenen no BBoay
n  (wnu) nepefade  NepcoHanbHbIX  AaHHbIX U
npegynpexaeHne  nonb3oBaTtenen 06  OWMBOYHBbIX
OencTBusix

X. ObecneveHne JOCTYNHOCTM NepCcoHanbHbIX AaHHbix (OOT)

oAaTA

WMcnonb3oBaHue OTKGSOyCTOVI'-MBbIX TEXHUYECKNX cpeacTs




oArT.2

PesepBupoBaHMe TeXHMYECKUX CpeacTs, MNPOrpamMmHOro
obecneyeHuns, KaHanoB nepefavv MHdopmauuun, cpeacts
obecneyeHnss  PYHKUMOHMPOBAHUS  WUH(OPMALIMOHHOMN
cucTembl

OAaT.3

KoHTponb 6e30TkasHOro oyHKLMOHUPOBAHNUS TEXHUYECKUX
cpencts, oOGHapyXeHWe M Jiokanusauusi  0TKa3oB
PYHKLUMOHNPOBAHNSA, MPUHATUE Mep MO BOCCTaHOBIEHUIO
OTKasaBLUWX CPEACTB U UX TECTMPOBaHWE

OAOT.4

Mepuognyeckoe pe3epBHOE KOMMPOBAHME MEepPCOHanbHbIX
JaHHbIX  HA  pe3epBHblE  MalUMHHbIE  HOCUTENM
NepCoHanbHbIX AaHHbIX

oAT.5

Ob6GecneyveHune BO3MOXXHOCTHU BOCCTaHOBIIEHMUSA
NepcoHanbHbIX [AaHHbIX C  Pe3epBHbIX  MalUUHHbIX
HocuUTenen nepcoHanbHbIX AaHHbIX (Pe3epBHbLIX KOMWI) B
TeYeHne YyCTaHOBMNEHHOrO BPEMEHHOIO UHTEepBana

XI. 3awwTa cpeabl BupTyanusauuu (3CB)

3CB.1

NaeHTndukaums n ayteHTudmkaums cybbekTtoB gocTyna m
00OBEKTOB JOCTYNa B BUPTYyanbHON MHpaCcTPyKType, B TOM
yucne  agMUHUCTPATOPOB  yMpaBfieHMs  cpeacTBamMu
BMpTYyanuaaumm

3CB.2

YnpaBneHue JocTynoM cybbekToB AocTyna kK obbektam
JocTtyna B BMPTyanbHOW WHGPACTPYKType, B TOM 4ucne
BHYTPY BMPTYanbHbIX MaLIWH

3CB.3

Pernctpaumss cobbituin 6e3onacHocTM B BUPTyarbHOM
WH(ppacTpykType

3CB.4

YnpaBneHune (unbTpauus, MapLipyTu3auusl, KOHTPOSb
CoedVHeHusl, OfHOHanpaBreHHas nepefaya) MNOTOKaMu
WHOpMaUMKM  MeXOy  KOMMOHEHTaMuM  BUPTYyanbHOWN
WHPACTPYKTYPbl, a Takke Mo MNepumMeTpy BUPTyasribHON

MHPPaACTPYKTYpbI

3CB.5

[oBepeHHass  3arpyska  CepBepoB  BUpTyanusauuu,
BUPTYyanbHOM MaLUWHbI (koHTenHepa), cepBepoB
ynpaeneHusi BUpTyanusaumei

3CB.6

YnpaBneHve nepemMelieHnemM  BUPTyanbHbIX  MalUWH
(koHTenHepoB) 1 0bpabaTbiBaeMbIX Ha HUX AaHHbIX

3CB.7

KoHTpOnb LEenocTHOCTU BUPTYanbHOW MHMPACTPYKTYpbl U
ee KoHgurypauumn

3CB.8

PesepBHoe KkonupoBaHWEe [aHHbIX, pPe3epBUpPOBaHME
TEXHUYECKMX  CPeacTs, nporpaMmmHoro  obecneyeHus
BUPTYanbHOMW MHPPACTPYKTYpbl, a Takke KaHanoB CBSA3U
BHYTPMW BUPTYanbHON NHAPACTPYKTYpbI

3CB.9

Peanusaumss u ynpaBneHue aHTMBUPYCHOW 3alUUTOM B
BUPTYanbHON UHPACTPYKType

3CB.10

Pa3bvneHne BMpTyanbHONM MHAPACTPYKTYpPbl HA CErMeHTbI
(cermeHTMpOBaHMEe BUPTYarnbHON WHMPACTPYKTYPbl) ANS
06paboTkm nepcoHanbHbIX JaHHbIX oTAenbHbIM
nonb3oBaTeneM u (Unu) rpynnow nons3osaTenen

XII. 3awmTa TexHmyecknx cpencts (3TC)




3TC.1

Bawmnta umHbopmaumm, obpabaTbiBaEMON TEXHUYECKUMU
cpeacTBaMu, OT ee YTeUKM Mo TEXHUYECKMM KaHanam

3TC.2

OpraHusaums  KOHTpPONMpYEMOW 30Hbl, B nNpegenax
KOTOPOA  MOCTOSIHHO  pasMelLarTcsi  CTauMoHapHble
TexHuyeckne cpeactsa, obpabartbiBatolime MHGpopmauuto,
MU cpenctea 3alWuTbl MHopMauun, a Takke cpeacTsa
obecneyeHns PyHKLMOHMPOBAHNKS

3TC.3

KoHTpornb u ynpaBneHve {U3MYEeCKMM OOCTYNOM K
TEXHUYECKUM cpencTteam, cpencteam 3almThI
UHdopmauuu, cpencteam obecneyeHus
(PYHKUMOHMPOBaAHUA, a Tawkke B MOMEWeHns U
COOPYXXEHWS, B KOTOPbIX OHM YCTaHOBMEHbI, UCKYaoLwmne
HECaHKLMOHUPOBAHHbIN (U3MYECKMIA OOCTYN K CPeAcTBaMm
obpaboTkn MHdopMauuu, cpencrteam 3aLWmThI
nHdopmaLmm n cpeacrteam obecneyeHus
PYHKUNOHNPOBAHUA  UH(OPMALIMOHHOW  CUCTEMbI, B
NMOMELLEHUS N COOPYKXEHUSI, B KOTOPbIX OHW YCTAHOBIEHbI

3TC4

Pa3wmelueHne YCTPOWCTB BbIBOAA (oTobOpaxeHus)
WHOPMaLUK, UCKIoYaLwee ee HeCaHKLUWOHMPOBAaHHbLIN
NpPOCMOTpP

3TC.5

3awmra OT BHEWHUX BO3AENCTBUA  (BO3AEWCTBUMA
oKpyXatoLen cpenpl, HecTabunbHOCTU
3NEKTPOCHA0XeHNsi,  KOHOWLMOHUPOBAHMA U WHbIX
BHELUHNX haKTOpOB)

Xlll. 3awmTa nHpopmaLMOHHOM CUCTEMbI, €€ CPeEACTB,
CcUCTEeM CBA3M M nepefayum gaHHbix (3UC)

31C.1

PasgeneHne B WMHOPMaUMOHHOW cucTeme (yHKUMM Mo
ynpasneHuo  (agMUHUCTPUPOBAHMUIO)  UHAOPMALMOHHOM
cucTemMomn, ynpasrneHuo (aaAMUHUCTPUPOBAHMIO) CUCTEMOM
3alWnTbl NEepCcoHanbHbIX AaHHbIX, OYHKUMIN no obpaboTke
nepcoHanbHbIX OaHHbIX n WHbIX YHKUMIA
WH(OPMALIMOHHON CUCTEMBI

31C.2

MpepoTeBpalleHne 3aJepKKM nnm npepbiBaHus
BbIMOSTHEHNST TPOLIECCOB C BbLICOKMM MPUOPUTETOM CO
CTOPOHbI MPOLIECCOB C HU3KMM NPUOPUTETOM

31C.3

Ob6ecneyeHne 3alWMTbl  NEPCOHAsNbHbIX  AaHHbIX  OT
packpbITus, MoandmMKaLmMn U HaBA3bIBaHUS (BBOAA JTOXKHOM
WHpopmaumnn) nNpu ee nepepade (MOAroToBke K nepenaye)
Mo KaHanam CBSI3W, MMEWLWMM BbIXO4 3a npeaensb
KOHTPONMPYEMON 30Hbl, B TOM u4ucre 6ecrnpoBOAHbIM
KaHanam CBs3u

3nc.4

Ob6ecneyeHne OOBepeHHbIX KaHana, Maplipyta Mexay
agMUHUCTPaATOpOM,  fofib3oBaTeneM W cpeacTteaMu
3alWmThl MHopMauun (yHKUMAMKU Be3onacHOCTM cpeacTs
3aWnTbl MHOPMaLUK)

31C.5

3anpeTr HecaHKUMOHWPOBAHHOW YyAaneHHOW akTuBauuu
Buaeokamep, MUKPO(OHOB U UHbIX NepudepUnHbIxX
YCTPOWNCTB, KOTOPbl€ MOTryT aKTMBUPOBATLCS YAaneHHo, 1
onoBelleHne nomnb3oBatenen o6 akTMBauuMum  Takmx
YCTPOUCTB

31C.6

MNepepaya ¥ KOHTPOMb  LEMOCTHOCTM  aTpubyToB
B6esonacHocT (MeToKk 6e30nMacHOCTM), CBSA3a@HHbIX C




nepcoHarnbHbIMW OaHHbIMU, NPU obmeHe MMW C MHbIMU
I/IH(*)OpMaLI,I/IOHHbIMI/I cucremMamm

3nC.7

KoHTponb CaHKLUMOHUPOBAHHOTO " WCKITIoYEeHNe
HECaHKLMOHMPOBAHHOTO  UCMOMb30BaHUs  TEXHOMOrMI
MOOMMBHOTO KOAda, B TOM 4uCre permctpauus codbiTui,
CBSI3aHHbIX C WCMONb30BaHWEM TEXHOMOMMN MOOUMBHOro
Koga, WX aHanuM3 W pearnpoBaHMe Ha HapyLUeHws,
CBsi3aHHble C WCMOMb30BaHMEM TEXHOMOMMn MOOUMBHOro
Koaa

31C.8

KoHTpornb CaHKLMOHUPOBAHHOTO " UCKIOYEeHne
HEeCaHKLMOHNPOBAHHOTO  WUCMOMb30BaHUS  TEXHOJIOTUI
nepegayyM peyn, B TOM 4uMCre peructpauusi cobbITuiA,
CBA3aHHbLIX C WCMOMb30BaHMEM TEXHOMoruii nepeaaqn
peun, UX aHanM3 U pearMpoBaHWe Ha HapylueHus,
CBAI3aHHbIE C WCMONb30BaHMEM TexXHOmornii nepeaaqn
peun

31C.9

KoHTpornb CaHKLMOHNPOBAHHOW n WCKIoYeHNe
HeCaHKUMOHNPOBaAHHOW Mepefayn BugeouHdopmauum, B
TOM 4ucre peructpaums CoObITWIA, CBA3AHHbLIX C
nepepaven B1aeovnHdopMaLmu, nx aHanu3 "
pearMpoBaHMe Ha HapylleHusl, CBsi3aHHble C nepepayen
BuaeonHgpopmaLmm

31C.10

MopTBepxaeHve NPOVCXOXAEHUS NCTOYHMKA
WHGOpMaLUK, nonydaemMon B Mpouecce onpeaeneHus
CETEBbIX aApecoB NO CeTEBbIM MMEHAM UMW ONpeaeneHnst
CeTeBbIX MMEH MO CeTeBbIM agpecam

31C.11

ObecneyeHne  MOAJSIMHHOCTU  CETEBbIX  COEAUHEHUN
(ceaHcoB B3aMMOAEWCTBUSA), B TOM YnCne ANng 3awmTbl OT
NMoAMEHbI CETEBbIX YCTPONCTB 1 CEPBUCOB

31C.12

WckniovyeHne BO3MOXHOCTU OTpULAHMSA NoNb3oBaTenem
dakta OTNpaBkM  NEpCoHarbHbIX AaHHbLIX  APYromy
nonb3oBaTerto

31C.13

WckntoyeHne BO3MOXHOCTM OTpULL@HMSI MOfb3oBaTeriem
hakTa nomny4yeHuss MNepcoHarnbHbIX AaHHBIX OT APYroro
nonb3oBaTens

31C.14

VMcnonb3oBaHne YCTPOMUCTB TEPMUMHANbLHOrO AocTyna Angd
06paboTKM NepcoHarnbHbIX AaHHbIX

31C.15

3awmra apxuBHbix (pannoB, MnapamMeTpoB HACTPOWNKMK
CpeacTB  3aWwmTbl  MHOpMaUUM U NPOrpamMHOro
obecrneyeHnss M MHbIX [aHHbIX, He noAanexalmnx
u3MeHeHnto B npouecce o06paboTkM NepcoHanbHbIX
OaHHbIX

31C.16

BbisiBneHue, aHanu3 n 6rnokupoBaHme B MHGOOPMaLMOHHON
CUCTEME CKPbITbIX KaHanoB nepefayv uHdopmauum B
006xo peanun3oBaHHbIX Mep WU BHYTPU paspeLleHHbIX
CeTeBbIX NPOTOKONOB

31C.17

Pa3bneHne WHGOPMALUMOHHON CUCTEMbI Ha CErMeHTbl
(cermeHTMpoBaHNMEe  MH(OPMAUMOHHOM  CUCTEMBI) MU
obecneyeHne 3aWmnThI nepumeTpoB CErMeHTOB
WH(OPMALIMOHHON CUCTEMBI

31C.18

Ob6ecneyeHne 3arpy3km UM WCMOSIHEHWUS MPOrpaMMHOro




obecnevyeHns C MaLUMHHbLIX HOCUTENENn nepcoHarbHbIX
OaHHbIX, OOCTYMHbIX TOJNIbKO ANnA 4YTeHUA, U KOHTPOIlb
LEeNIOCTHOCTK AaHHOIo nporpamMmMHOro obecneyeHus

3nC.19 Msonauma npoueccoB  (BbINOMHEHME  MporpaMMm) B
BblAEeNeHHON 06nacTy namaTy

31C.20 Bawmrta 6ecnpoBOAHbIX COEAUHEHWUA, MNPUMEHSEMbIX B + + +
WHOPMALIMOHHOW cUCTEME

XIV. BeisiBNneHne nHUMAEHTOB 1 pearvpoBaHune Ha Hux (VHL)

MHL.1 OnpepeneHne vy, OTBETCTBEHHbIX 3a  BbISIBIIEHWE + +
WHLUUOEHTOB M pearmpoBaHue Ha HUX

MHL.2 O6HapyxeHue, naeHTudmrkauns " peructpauus + +
WHUNOEHTOB
MHL.3 CBoeBpeMeHHOEe MHMOPMMPOBAHNE UL, OTBETCTBEHHbIX + +

3a BblFIBMeHWe WHUWOEHTOB U pearMpoBaHMe Ha HUX, O
BO3HWKHOBEHWUM MHUMAEHTOB B MH(OPMAaLNOHHON cucTeme
nonb3oBaTensAMn 1 aaMUHUCTPaTOPaMm

MHL .4 AHanns uWHUMOEHTOB, B TOM 4ucne onpejaeneHue + +
WUCTOYHWKOB W MPUYMH BO3HMKHOBEHMS WHUMOEHTOB, a
TakkKe OUeHKa NX NOCneacTBUi

MHL.5 [MpuHATME Mep NO YCTPaHEHMUIO NOCNEeACTBUIA MHUUAEHTOB + +

MHL.6 lMnaHupoBaHne W MpPUHATME Mep MO NpeaoTBpaLLeHuto + +
NMOBTOPHOTO BO3HWUKHOBEHMWS MHLMOEHTOB

XV. YnpaBneHue koHpurypaumein MHHPopMaLMOHHON CUCTEMbI U CUCTEMBI 3aLUNTbI NEPCOHANbHbLIX AaHHbIX
(YK®)

YK®.1 OnpepeneHne nuy, KOTOPbIM paspelleHbl OeNCcTBUS MO + + +
BHECEHMWIO N3MEHEHUI B KOHpUrypaLmo MHHOpMaLNOHHON
CUCTEMbI Y CUCTEMbI 3aLLUTLI NEPCOHANBHbLIX AaHHbIX

YK®.2 YnpasneHue N3MEHEHNAMMN KOHdpUrypaumm + + +
WHOPMALIMOHHON  CUCTEMBI U CUCTEMbI  3alUUThI
NnepCcoHarnbHbIX AaHHbIX

YK®.3 AHanus noTeHuManbHOro BO3AEWCTBUS  MMaHUPyeMblX + + +
NU3MEeHeHN B KOHpUrypaumm HHOpMaLMOHHOW CUCTEMbI U
CUCTEMbI 3aLlMUTbl NePCOoHanbHbIX AaHHbLIX Ha obecneveHne
3alWmMTbl  NEepcoHanbHbIX  OaHHbIX M corflacoBaHue
N3MEHEHNN B KOHUrypaumm MHHOPMaLMOHHON CUCTEMBI C
OOMKHOCTHBIM NUOM (pabOTHMKOM), OTBETCTBEHHbLIM 3a
obecneyeHve 6e30NacHOCTM NepcoHanbHbIX AaHHbIX

YKo .4 [okymeHTnpoBaHue WHopmMaLmm (oaHHbIX) 06 + + +
U3MEHeHNsIX B KOHpurypaumm nHOpMaLMoOHHON CUCTEMDI
N CMCTEMbI 3aLUNTbl NEPCOHANbHbIX AaHHbIX

"+" - mepa no obecnevyeHno 6e30MNacHOCTM NEPCOHamNbHbLIX AaHHbLIX BKNoYeHa B 6a3oBLbIi Habop
Mep N5t COOTBETCTBYIOLLErO YPOBHS 3aLLMLLEHHOCTN NePCOHanbHbIX AAaHHbIX.

Mepbl no obecneveHnto 6e30MacHOCTM NepPCOHanbHbIX AaHHbIX, He O00O3Ha4YeHHble 3Hakom "+,
NPUMEHSIIOTCA NpKU agantaumm 6a3oBoro Habopa Mep M YTOYHEHMM afanTUpoBaHHOro 6as3oBoro Habopa
Mep, a Takke npu paspaboTke KOMMEHCUPYIOLNX Mep No obecrneyeHnto 6e30nacHOCTU NMepcoHarbHbIX
[aHHbIX.
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